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1. Executive summary

A study by the
McKinsey Global
Institute found
that companies
employing
advanced
automation
technologies,
including lights
out
manufacturing,
can experience
productivity
improvements
ranging from
20% to 30%.
These gains are
a result of
optimized
processes and
reduced
downtime.1.

In the rapidly evolving landscape of
manufacturing, the concept of lights-out
manufacturing represents a transformative leap
forward, driven by advanced automation and
artificial intelligence (Al). This whitepaper
explores how lights-out manufacturing,
characterized by its minimal human intervention
and continuous operation, is reshaping
production environments and addressing
pressing industry challenges.

Lights-Out Manufacturing: A Paradigm Shift

Lights-out manufacturing is a highly automated
production system where human intervention is
minimal or non-existent. This setup allows
facilities to operate autonomously, often running
24/7 without the need for lighting or direct human
presence. This shift is not merely technological
but represents a significant paradigm shift in
manufacturing processes, promising unparalleled
efficiency, reduced operational costs, and the
capacity to meet global market demands with
agility and precision.

Key Technological Innovations

The implementation of lights-out manufacturing
hinges on the integration of several cutting-edge
technologies, including robotics, artificial
intelligence, and the Internet of Things (loT).
These technologies converge to create a
production environment that operates seamlessly
and autonomously. Automation technologies
enable the continuous operation of factories,
while Al-driven systems optimize performance
and predictive maintenance. loT devices provide
real-time monitoring and data analytics,
enhancing operational efficiency.

Addressing Industry Challenges

Manufacturers today face significant challenges
such as labor shortages, rising costs, and the
need for operational efficiency. A survey by
Deloitte highlights that nearly 80% of
manufacturers struggle to find skilled workers,
and 60% face difficulties in retaining existing
employees. Lights-out manufacturing offers a
viable solution to these challenges by reducing
dependence on human labor and mitigating the
impacts of labor shortages.

' https://www.mckinsey.com/featured-insights/digital-disruption/harnessing-automation-

for-a-future-that-works/de-DE

Strategic Levers for Successful Implementation

For lights-out manufacturing to be successfully
deployed in the scenarios of both
brownfield(existing) and greenfield(new) factories,
three critical levers must be considered:

Strategy: Aligning IT initiatives with business goals
is crucial for reducing operational costs and
enhancing strategic alignment.

Technology: Leveraging advancements in
robotics, Al, and loT facilitate automation and
operational efficiency.

Standardization: Ensuring consistent, high-quality
processes through standardization is essential for
optimizing automation and maintaining product
quality.

Industry 4.0 Integration

Lights-out manufacturing is a natural extension of
Industry 4.0, which integrates machines and
processes through advanced information and
communication technologies. As part of this broader
industrial revolution, lights-out manufacturing
exemplifies how digitalization and automation drive
economic growth and operational excellence.

Conclusion

This whitepaper provides a comprehensive
exploration of lights-out manufacturing, detailing its
foundational principles, technological innovations,
and practical applications. It serves as a valuable
resource for industry professionals, technology
leaders, and decision-makers seeking to understand
and implement this transformative approach. By
embracing lights-out manufacturing, organizations
can achieve remarkable improvements in efficiency,
cost-effectiveness, and responsiveness to market
demands, paving the way for sustained success in
an increasingly competitive landscape.


https://www.mckinsey.com/featured-insights/digital-disruption/harnessing-automation-for-a-future-that-works/de-DE
https://www.mckinsey.com/featured-insights/digital-disruption/harnessing-automation-for-a-future-that-works/de-DE

2. Introduction

“According to a
Gartner study, by
2025, 60% of
manufacturers will
have more than
two completely
lights-out
processes in at
least one of their
facilities?.

2 https://www.gartner.com/en/documents/3997015

In an era where industrial competitiveness
hinges on the ability to adapt rapidly and
efficiently, the concept of lights-out
manufacturing emerges as a pivotal
breakthrough. The evolution of manufacturing
technologies has reached a point where the
integration of advanced automation and artificial
intelligence enables operations to be carried out
with minimal human intervention throughout the
production.

Lights-out manufacturing refers to a highly
automated production system where human
intervention is minimal or nonexistent. In this
setup, the manufacturing facility operates
autonomously, often running 24/7 without
requiring lights or direct human presence.

Lights-out manufacturing represents not just a
technological advancement but a paradigm
shifts in how we conceive production
processes. The vision of a factory operating
autonomously, free from the constraints of
traditional manual workflows, is no longer a
distant dream but a tangible reality. This
transformation holds the promise of
unparalleled efficiency, reduced operational
costs, and the ability to meet the ever-
increasing demands of a globalized market.

In this whitepaper, we delve into
the intricacies of Lights-out
manufacturing, exploring its
foundational principles,
technological innovations, and
practical implementations. We
examine how automation, robotics,
and data-driven decision-making
converge to create a manufacturing
environment that operates
seamlessly and continuously.

By examining the core principles,
advantages, and challenges associated with
lights-out manufacturing, this document serves
as a valuable resource for industry
professionals, technology leaders, and
decision-makers. It is designed to offer a clear
understanding of how adopting lights-out
manufacturing can drive innovation and
success in the industrial sector.

This whitepaper provides a comprehensive
exploration of lights-out manufacturing,
offering insights into its underlying
technologies, implementation strategies,
potential benefits and actionable strategies
for those seeking to leverage this
transformative approach. Through detailed
analysis and practical examples, the
document aims to illuminate how
automation and advanced technologies
converge to create a production
environment that operates seamlessly and
autonomously.

Whether you are embarking on your
journey toward automation or looking to
refine your existing systems, this
whitepaper will equip you with the
knowledge needed to harness the full
potential of lights-out manufacturing.


https://www.gartner.com/en/documents/3997015

3. Challenges Faced by Global
Manufacturers

A survey by Deloitte
and the Manufacturing
Institute found that
nearly 80% of
manufacturers struggle
to find skilled workers,
and 60% report
difficulties in retaining
existing employees.

In today’s dynamic manufacturing
landscape, companies are encountering a
range of complex challenges that are
reshaping their operations and strategies.
Supply chain disruptions, driven by global
events and logistical issues, are creating
significant hurdles in sourcing materials and
maintaining production schedules. Coupled
with rising costs of raw materials, energy,
and labor, manufacturers are under
pressure to manage expenses while staying
competitive.

Additionally, the rapid pace of technological
advancements necessitates continuous
investment in new systems and automation,
a task that can be daunting for firms with
limited resources. The industry is also
grappling with a shortage of skilled labor,
stringent regulatory requirements, and
increasing demands for sustainable
practices. Navigating these challenges
requires a proactive and adaptive.
approach to ensure resilience and long-term
success in an increasingly competitive and
volatile market.

A survey by Deloitte and the Manufacturing
Institute found that nearly 80% of
manufacturers struggle to find skilled
workers, and 60% report difficulties in
retaining existing employees.

In this section, we will explore the key
challenges currently manufacturers are
facing and examine how these obstacles
impact their ability to remain competitive
amidst the rapidly evolving market
expectations. These challenges not only
test their resilience but also compel them to
adapt and innovate to thrive in a dynamic
business environment.

Labor Costs and

Demand for Flexibility

Figure 1: Key
Manufacturers
Challenges

Shortages

Rising labor costs and shortages
of skilled workers have increased
the pressure on manufacturers to
find cost-effective solutions.

Current
Manvufacturing
Challenges
Operational
Efficiency

Many traditional manufacturing
systems struggle with inefficiencies,
such as downtime, slow production

rates, and inconsistent product quality.

The growing need for rapid response
to market changes and
customization requires more
adaptable manufacturing systems.

Sustainability

Concerns
There is an increasing emphasis on

reducing environmental impact,

including energy consumption, waste,

and emissions




3.1 Labor Costs and Shortages

The number of
working-age people
is expected to drop.
This threatens to
worsen already
sever labor
shortages globally.

The manufacturing sector is currently facing
significant pressures from a range of
challenges, including geopolitical tensions
and a shortage of skilled labor essential for
operating factories. Additionally,
manufacturers must navigate the ever-
increasing expectations of end-users while
contending with an aging workforce that is
gradually losing valuable talent and
indigenous knowledge accumulated over
time. Retaining and training new employees
to fill these gaps is a critical concern that adds
to the complexity of maintaining operational
efficiency and competitiveness.

Rising Costs: Labor costs have been
increasing steadily. In the U.S., for example,
the Bureau of Labor Statistics (BLS)
reported that the Employer Costs for
Employee Compensation (ECEC) for
manufacturing workers was around $39.15
per hour worked in 2023, up from $37.58 in
2022. This includes wages, salaries, and
benefits.

Wage Growth: Manufacturing wages have
seen moderate growth. According to the
BLS, average hourly earnings in
manufacturing increased by about 3.5%
year-over-year as of mid-2024, reflecting
ongoing wage pressures.

Global Variation: Labor costs vary
significantly by region. For instance, labor
costs in China and India are considerably
lower compared to the U.S. and Western

Europe. This disparity influences global
manufacturing strategies and outsourcing
decisions.

Skill Gaps: The manufacturing industry
faces a significant skills gap. The National
Association of Manufacturers (NAM)
estimated that nearly 2.1 million
manufacturing jobs could be unfilled by
2030 due to a lack of skilled workers.

Aging Workforce: The manufacturing
workforce is aging, with a substantial
portion nearing retirement. For example,
the U.S. manufacturing workforce has a
median age of around 44, and many
workers are expected to retire in the
coming years, exacerbating the shortage.

Talent Attraction and Retention:
Attracting younger talent is a challenge. A
survey by Deloitte and the Manufacturing
Institute found that nearly 80% of
manufacturers struggle to find skilled
workers, and 60% report difficulties in
retaining existing employees.

Impact of Automation: While automation
can alleviate some labor shortages, it also
requires new skills. As manufacturers adopt
advanced technologies like robotics and Al,
they need workers who are proficient in
these new tools, further complicating the
labor market.

Workforce challenges faced by Lighthouse companies,
% of respondents by region’

Skill gaps and
re-skilling needls
Labor shortage

Retention challenges

Health & safety

Worker engagement
and availabilty

Diversity and inclusior

Other

@ MEA @ Asiax @ China @ North America LatAM (@) Global

1: n=30 Lighthouse company responses

5

58%

Figure 2: Present Manufacturing Challenges - Labor Shortage



3.2 Operational Efficiency

According to the
World Economic
Forum, 82% of
"lighthouse"
companies identify
skill gaps and a lack
of necessary skills as
a major challenge.

Manufacturers are grappling with several
operational efficiency challenges that impact
their ability to streamline production and cut
costs. Aging equipment often leads to
frequent breakdowns and increased
maintenance costs, while outdated processes
can result in significant waste and
inefficiencies. Additionally, supply chain
disruptions and imbalances can cause delays
and affect inventory management,
complicating efforts to maintain a smooth
production flow.

3.3 Demand In Flexibility

The number of
working-age people
is expected to drop.
This threatens to
worsen already sever
labor shortages
globally.

Manufacturers encounter several significant
challenges in striving for flexibility. Firstly, the
costs associated with adopting advanced,
flexible manufacturing technologies can be
substantial, creating financial strain,
particularly for smaller companies.
Additionally, integrating these new systems
with existing infrastructure often proves
complex, especially when dealing with
outdated or legacy technologies.

Another major hurdle is the shortage of skilled
workers who can operate and manage these

Labor shortages further exacerbate these
issues, as finding and training skilled workers
is essential for maintaining productivity and
minimizing errors. Integrating new
technologies, such as automation and
advanced analytics, presents its own set of
difficulties, requiring careful investment and
adaptation. Effective quality control and
resource management are also crucial, as
the labor markets.

sophisticated systems. Flexibility in
manufacturing may also impact operational
efficiency, potentially leading to reduced
productivity and increased costs. Moreover,
effectively managing and analyzing the large
volumes of real-time data necessary for
flexible manufacturing can be difficult,
complicating decision-making processes.




3.4 Sustainability Pressures

In a study, above
60% of respondents
listed ESG factors as
a primary focus or a
key criterion for
selecting and
prioritizing digital
initiatives.

120 MT

Total

Manufacturing Mobility Buildings

B Accelerated digitization

Manufacturers today encounter several
critical sustainability challenges as they strive
to reduce their environmental impact and
meet regulatory and consumer expectations.
One major challenge is managing resource
consumption, as companies seek to minimize
their use of water, energy, and raw materials
while optimizing efficiency. Implementing
energy-efficient technologies and sustainable
practices can be costly and complex,
particularly for firms with limited resources.

Additionally, manufacturers must address
waste management and emissions reduction.
Developing and maintaining effective
recycling programs and reducing greenhouse
gas emissions require significant investment
and innovation. Compliance with increasingly
stringent environmental regulations further
adds to the challenge. As consumers and

Digitization of manufacturing has the highest potential
How much CO,; can be reduced in 2030 in total?

28 MT

12MT 30 mT

Work&k Business

.UMT 19MT 16 mr

B Moderate digitization

stakeholders demand greater transparency
and responsibility, manufacturers are also
pressured to adopt sustainable practices
throughout their supply chains, which involves
navigating various standards and
certifications. Balancing these sustainability
goals with operational efficiency and
profitability remains a significant hurdle for the
industry.

> 50%

Impact of Manufacturing
to CO2 Reduction
Efforts with the Help
of Digitalization
in Germany (2030)

Figure 3: Present Manufacturing Challenges: Sustainability
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4. Manufacturing in the Era of
Industry 4.0

Industry 4.0 involves the intelligent integration of
machines and processes in industry through information
and communication technology. In the following section,
we will explore the evolution of manufacturing through
each industrial revolution.

Screws communicating with assembly robots,
self-driving forklifts stocking high shelves with
goods, intelligent machines coordinating
independently-running production processes —
people, machines, and products are directly
connected with each other: the fourth industrial
revolution has begun. 3 In the upcoming section we will discuss more on the
industrial revolutions and how have they shaped and
enabled manufacturing evolutions over the time.

[ ] e
° @
. . [ z
3 https://www.plattform-i40.de/IP/Navigation/EN/Industrie40/WhatlsIndustrie40/what-is- ‘ i ’ [ )

industrie40.htm o 1



https://www.plattform-i40.de/IP/Navigation/EN/Industrie40/WhatIsIndustrie40/what-is-industrie40.html
https://www.plattform-i40.de/IP/Navigation/EN/Industrie40/WhatIsIndustrie40/what-is-industrie40.html

4.1 Modernizing Manufacturing: An

Evolutionary Perspective

INDUSTRY 3.0

INDUSTRY 1.0

Mechanization, steam 155 i Automation, computers
power, weaving loom semb : and electronics

INDUSTRY 4.0

Cyber Physical Systems,
internet of things, networks

1784 1870 1969

TODAY

Figure 4: Industrial Revolutions

(Source: https://www.aberdeen.com/blogposts/industry-4-0-industrial-iot-manufacturing-sneak-peek/ )

Industry 4.0 Since the advent of mass production to meet

technologies have the ever-growing global demands—ranging

b h from food and transportation to consumer
een shown to goods and medicines—manufacturing

improve efficiency by facilities have been established worldwide.

up to 30% and Historically, industrial revolutions have

reduce maintenance played a crucial role in making this vision a
reality.

costs by up to 25%.

The evolution of manufacturing is deeply
intertwined with the various industrial
revolutions, each of which brought
transformative changes to production
processes. Let's break down how each
phase of the industrial revolution influenced
manufacturing, supported by key statistics
and reports:

Figure 4: Industrial Revolutions depicts the
different industrial revolutions and timelines
they started. The first industrial revolution
was driven by the advent of steam-powered
mechanical machines.

The second revolution occurred with the
stable harnessing of electricity for industrial
use and the start of mass production.

The third revolution emerged through
significant advancements in electronics and
automation.

We are currently amid the fourth industrial
revolution, characterized by the critical role
of digitalization. Each revolution has
spurred rapid economic growth and
substantial improvements in living
standards, making it crucial for countries
and societies to engage with this swift
progress.

Manufacturing has undergone significant
transformations since the advent of this
Industrial Revolution. From the early
mechanization of labor-intensive processes
to the development of computer numerical
control (CNC) machines and robotics, each
technological leap has aimed to enhance
efficiency, accuracy, and productivity.


https://www.aberdeen.com/blogposts/industry-4-0-industrial-iot-manufacturing-sneak-peek/

4.2 Industry 4.0: An Overview
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Industry 4.0, also known as the Fourth Industrial At its core, Industry 4.0 leverages automation,
Revolution, marks a transformative shift in robotics, and data-driven insights to improve
manufacturing and production through the production flexibility, precision, and quality. By
integration of advanced technologies. This utilizing digital twins, additive manufacturing, and
revolution is defined by the deployment of Cyber- cloud computing, manufacturers can achieve
Physical Systems (CPS), the Internet of Things greater customization, reduce waste, and
(loT), and Artificial Intelligence (Al) to create highly accelerate development cycles. This digital
automated and interconnected manufacturing transformation not only drives innovation but also
environments. These technologies enable real-time offers significant benefits in terms of cost
data collection and analysis, optimizing processes reduction and responsiveness to market demands,
and enhancing operational efficiency. positioning companies to thrive in an increasingly
competitive global landscape.
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5. Lights-Out Factory:
Transforming Vision into Reality

According to a
Gartner study, by
2025, 60% of
manufacturers will
have more than two
completely lights-out
processes in at least
one of their facilities.

Building a lights-out factory has long been a
dream for many manufacturers. With recent
advancements in technology and favorable
economic conditions, this vision is now
within reach. This section will explore the
key aspects of implementing a lights-out
factory and provide guidance for
manufacturers on turning this vision into
reality.

Building a lights-out factory represents the
pinnacle of manufacturing automation,
where operations run autonomously with
minimal human intervention. Realizing this
vision requires a comprehensive strategy
that integrates advanced technologies,
adapts industry best practices, and
navigates the complexities of existing in
Strategic Planning and Vision Alignment

The journey from vision to reality begins with
clear strategic planning. Manufacturers must
define their goals and objectives for a lights-
out factory, including desired levels of
automation, efficiency improvements, and
cost reductions. This vision should be
aligned with the organization's broader
business strategy and technological
capabilities. Engaging with stakeholders
across the organization ensures that the
vision is realistic, achievable, and supported
by all necessary resources.

Leveraging Advanced Technologies

To transform the vision into a functioning
lights-out factory, leveraging advanced
technologies is crucial. This includes
implementing cutting-edge robotics,
artificial intelligence, machine learning, and
advanced sensors. These technologies
must be integrated into a cohesive system
that can handle complex manufacturing
processes with minimal human oversight.
Additionally, adopting Industry 4.0
principles, such as loT (Internet of Things)
and digital twins, can enhance the factory’s
ability to self-monitor and self-optimize
infrastructure.

Adopting Industry Best Practices

Successful implementation of a lights-out
factory also involves adopting industry best
practices. This includes following proven
standards and methodologies from leading
peers and organizations. For instance,
incorporating lean manufacturing principles
can help streamline processes and reduce
waste. Standardizing protocols and
communication methods ensures that all
systems and components work seamlessly
together. Regular benchmarking against
industry leaders can provide valuable
insights and help refine strategies.

12
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Navigating Existing Infrastructure

One of the critical challenges in achieving
a lights-out factory is integrating new
technologies with existing infrastructure.
Manufacturers must carefully assess their
current factory landscape, which may
include a mix of brownfield (existing) and
greenfield (new) systems. For brownfield
sites, this involves retrofitting and
upgrading existing equipment to support
new automation technologies. In contrast,
greenfield sites provide an opportunity to
design and implement a fully integrated
system from the ground up.

Change Management and Training

Transitioning to a lights-out factory
requires effective change management
and training programs. Employees need to
be prepared for new roles that focus on
overseeing automated systems,
maintaining equipment, and analyzing
data. Training programs should be
designed to equip staff with the skills
necessary to manage and troubleshoot
advanced technologies. Additionally,
fostering a culture of innovation and
adaptability is essential for ensuring that
the workforce embraces the new factory
paradigm.

Continuous Improvement and
Scalability

Finally, achieving a successful lights-out
factory is an ongoing process of
continuous improvement. Manufacturers
should implement systems for real-time
monitoring and performance analysis to
identify areas for enhancement. Scalability
is also a key consideration, as the factory
should be able to adapt to changing
demands and incorporate emerging
technologies as they become available.
Regular reviews and updates to the
factory's systems and processes will help
maintain its efficiency and effectiveness
over time.

The following section provides guidance
on setting up a successful lights-out
factory by examining key factors that
enable manufacturers to achieve this goal.
It includes industry best practices for
adopting proven standards from peers and
considerations for integrating new
systems with existing factory landscapes,
whether dealing with brownfield (existing)
or greenfield (new) sites. The discussion
will cover how to effectively manage a mix
of new and old systems.




5.1 Essential Levers for Implementing a
Successful Lights-Out Factory

Al-based use cases in this latest cohort
alone have seen remarkable results,

The implementation of lights-out manufacturing relies on three
key levers: Strategy, Technology, and Standardization. Each of

including a two to three times increase in these levers is essential for the successful and effective
productivity, a 50 percent improvement in deployment of a lights-out factory.

service levels, a 99 percent reduction in

defects, and a 30 percent decrease in The following section will outline the key factors and levers for
)

energy consumption.

establishing a successful lights-out manufacturing setup.

Strategy
(Business —Aligned IT)

Technology Standardization
(Enablers) L2 (Boosters)

LIGHTS-OUT MANUFACTURING LEVERS

L J

Fully Automated Manufacturing
Servitization

Data Driven Business Models
Circular Manufacturing
Product Personalization
Model-based Manufacturing

Standards (e.g. 150, IEC ITU)

Reference Models (e.g. Rami 4.0, 154 95, ArchiMate, BaSys 4.0)
Templates & Models (eg jonML, OPC UA ion Model, PLMXML)
Modularization (e.g. Asset Administrative Shell (AAS), ASRS)

Virtualization (e.g vm, containers, Simulation/Digital Twins)

Vertical & Horizontal Integralion {e.q ISA 95 layers integration)

Internet of Things (loT)

Artificial Intelligence & ML

Augmented Realty (AR)

Big Data Analytics

Rabotics and Automation

Additive Manufacturing

Simulation

Industrial Cyber Security

Machine Connectivity and Cloud Computing

Figure 5: Lights-Out Manufacturing Levers

5.1.1 Strategy: Business-Aligned IT

According to McKinsey & Company,
companies that successfully integrate

Success depends on IT initiatives clearly aligned to business goals,
IT excellence, and driving technology innovation.

lights-out manufacturing into their IT strategies are often nonexistent or ineffective. 74.6% of
strategic planning achieve a 25% organizations have an IT strategy process they feel is ineffective.
reduction in operational costs and a 20%

increase in alignment between production IT does not do a good job of communicating its support for business
goals and overall business strategy. goals; therefore, 23.6% of CXOs still feel that their goals are

4 https://www.infotech.com/research/ss/build-a-
business-aligned-it-strategy

unsupported by IT4.

IT departments that have not developed IT strategies experience
alignment, organization, and prioritization issues.

14
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5.1.2 Technology: The Key Enabler

Industry 4.0
technologies are driving
revenue growth, with
companies reporting up
to 30% increases in
revenues due to
enhanced operational
capabilities and market
responsiveness.

Robotics and Automation

Technologies are the key enablers,
emerging from recent rapid advancements.
They are now cost-effective, fast, easily
accessible, and widely available, having
reached a level of maturity and have been
made possible by the convergence of high-
power computation, high speed
communication over widespread networks
that makes them valuable for industry use.
Advances such as loT, industrial

Connectivity

robotics, and Al are central to the vision of
lights-out factories. These technologies
facilitate automation and data-driven
manufacturing processes. These enabling
technologies to have been well-established
and addressed by 1SO standards for some
time, providing clear definitions of their
roles and significance in smart
manufacturing. This is covered in more
detail in the upcoming section.

5G connectivity provides faster speeds, lower latency, and higher capacity for mobile networks.

&)

Augmented Redlity (AR)

Rabotics and automation involve
using robots and automated systems
to perform tasks, often enhancing
efficiency, precision, and productivity
in various industries.

Al and Machine Learning

Artificial Intelligence is a broad
field focused on creating Key Technology
Enablers

systems that can perform tasks
that would normally require
human intelligence. Machine
Learning is a subset of Al

Internet of Things (loT)

The loT is a network of interconnected
devices and sensors that collect,
exchange, and act on data through the
internet, enabling automation and

remote control of various systems and ﬂ

objects.

A technology that overlays
digital information—such as
images, sounds, or other data—
onto the real world.

Cyber-Physical Systems
(CPS)

Cyber-Physical Systems (CPS) are
= integrations of computer-based
&/ algorithms with physical processes,

where digital and physical
components interact in real-time to
monitor and control physical
systems.

3D or Additive
Manvufacturing

Additive manufacturing, or 3D
printing, creates objects by
adding material layer by layer
from a digital model.

Industrial Cyber Security
OT security protects industrial systems from cyber threats to ensure safety and reliability.

Figure 6: Lights-Out Manufacturing Levers - Technology

In a "lights-out" or a ‘dark’ factory—where
operations are fully automated and require minimal
human intervention—various technologies play
key roles in maintaining efficiency and productivity.
Here are examples of each technology applied in
such a factory:

1. Robotics and Automation

Example: Automated Assembly Robots —Robots
equipped with advanced sensors and Al perform
complex assembly tasks such as welding,
screwing, and packaging. For instance, a robotic
arm might assemble electronic components on a
circuit board with high precision.

2. Additive Manufacturing

Example: 3D Printed Parts — 3D printers create
custom parts and components on-demand. In a
lights-out factory, 3D printing can be used to

produce prototypes or replace worn-out machine
parts without human intervention.

3. loT (Internet of Things)

Example: Smart Sensors and Devices — loT
sensors monitor equipment health, track inventory,
and measure environmental conditions. For example,
sensors could provide real-time data on machine
performance, allowing predictive maintenance to be
scheduled before a failure occurs.

4. Automation

Example: Automated Guided Vehicles (AGVs) or
Autonomous Mobile Robots (AMRs)— AGVs

/AMRs transport materials and products between
different areas of the factory. They navigate
autonomously using sensors and pre-programmed
routes, ensuring that materials are moved efficiently
and safely.

15



5. Al'and Machine Learning achieving efficiency has become a vital necessity

rather than a mere goal.
Example: Predictive Maintenance Systems —Al
algorithms analyze data from equipment sensors
to predict potential failures before they occur. For
example, machine learning models can predict
when a motor might fail based on historical data
and real-time performance metrics, allowing
preemptive maintenance.

6. Cyber-Physical Systems (CPS)

Example: Integrated Control Systems — CPS
integrate physical manufacturing processes with
digital control systems. For instance, a CPS
might manage a production line where digital
models and simulations control the physical
machinery in real-time to optimize production
flow.

A McKinsey study found that integrating Al into
operations could enhance productivity by as much
as 40% by 2035. As organizations undertake this
transformative shift, they not only refine their
processes but also realign themselves to address
the changing market demands. For example, a
logistics company that adopted Al-driven route
optimization achieved a 15% reduction in fuel
expenses and a remarkable 25% improvement in
on-time deliveries. This illustrates how Al can
convert logistical challenges into significant
opportunities for growth.

7. OT (Operational Technology) Security

Example: Network Security Solutions — OT
security involves protecting industrial control
systems from cyber threats. In a lights-out
factory, this could include firewalls, intrusion
detection systems, and encryption to safeguard
data and ensure the integrity of automated
processes.

Incorporating Al extends beyond improving
operational metrics; it signifies a significant shift in
organizational culture. A Harvard Business
Review report reveals that 84% of executives
view Al as a critical driver of competitive
advantage, underscoring the urgent need for
businesses to adapt or face obsolescence. Major
players like Amazon and Google exemplify this
trend, utilizing Al to enhance customer
experiences—Amazon’s recommendation engine
alone accounts for 35% of its total sales. The
success of these industry leaders serves as a

8. 5G Connectivity

Example: High-Speed Data Transfer - 5G
enables ultra-fast data transmission, which is
crucial for real-time communication between
distributed sensors and control systems. For
example, high-definition video feeds from factory
cameras can be transmitted instantly to remote
monitoring stations.

powerful example, inspiring smaller companies to
leverage Al's potential. Research indicates that
even modest investments in Al can resultin a
return on investment (ROI) of up to 300% within

In a lights-out factory, these technologies work
together to create a highly efficient, automated
environment with minimal human intervention,
ensuring continuous operation, high productivity,

five years. This potential for substantial and consistent quality.
improvement highlights a crucial opportunity for

businesses to excel in a digital age, where

5.1.2.1. Lights-Out Factory Use Cases: Mapping
Technology Enablers to Industry Practices

Lights-out manufacturing offers numerous use
cases, and listing all of them is beyond the scope
of this whitepaper. Instead, we will focus on the
most common use cases, emphasizing the
business value they provide.

One prominent use case is in high-volume
production environments, such as semiconductor
fabrication or automotive parts manufacturing,
where the precision and consistency of automated
systems far exceed human capabilities. In these
settings, lights-out factories use robotics and
automated assembly lines to produce large
quantities of parts with minimal

errors, ensuring high throughput and reduced
labor costs.

Another significant application is in 24/7
operations for critical processes, like
pharmaceuticals or food production. These
industries benefit from continuous operation
without the need for human shifts, which not only
maximizes uptime but also maintains stringent
cleanliness and safety standards. Technology
enablers such as advanced robotics, machine
vision systems, and automated material handling
are crucial here, enabling facilities to operate
around the clock while adhering to regulatory
requirements.
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Predictive maintenance and real-time monitoring
also play a vital role in lights-out manufacturing.
By integrating Internet of Things (IoT) sensors
and data analytics, manufacturers can monitor
equipment health in real-time, predict potential
failures, and perform maintenance before issues
escalate. This proactive approach minimizes
downtime and extends equipment lifespan,
aligning with the overarching goal of achieving

Use Case Description

Robotics

Al analyzes data from loT sensors to predict
equipment failures. CPS integrates these insights for X
real-time maintenance actions.

Real-Time loT sensors and CPS provide real-time data and
T [T T I i control. Robotics and 5G enable swift adjustments to ¢
8)3111111r4111s]11 |Production processes.

Robotics perform inspections, Al analyzes quality

data collected by loT sensors to identify defects. -

loT monitors inventory, automation manages
material handling, and 5G ensures fast data transfer.
Additive manufacturing supports rapid prototyping
and production.

loT sensors track energy usage, Al analyzes
patterns to optimize consumption, and CPS adjusts X
operations for efficiency.

X

OT Security safeguards against cyber threats. loT
and CPS ensure real-time monitoring and control of X
safety systems.

Additive manufacturing allows for customization,
robotics handle production tasks, and IoT provides «
real-time feedback on product quality.

Technologies

Additive Manufacturing

maximum operational efficiency with minimal
human oversight.

Table 1 highlights some of the use cases
implemented in lights-out manufacturing and the
technologies used in their solution design to
achieve effective and successful results.

Business Value

loT
Al and Machine
Learning
Cyber-Physical
Systems (CPS)
Automation
OT Security
5G Connectivity

Reduces downtime, extends
v Vv v X ¢ X equipment life, and lowers
maintenance costs.

Increases efficiency, minimizes

v X v X X ¢ waste, and enhances product
quality.
Improves product quality, reduces
v Vv X X X X defects, and minimizes manual
inspection.

Enhances responsiveness to
market changes, reduces
inventory costs, and improves
supply chain agility.

Lowers energy costs, supports

v Vv v X X X sustainability goals, and improves

operational efficiency.

Protects against cyber-attacks,

v X v X ¢ X ensures compliance, and

maintains safe operations.
Offers personalized products,

v X X X X X enhances customer satisfaction,

and reduces time-to-market.

Table 1: Lights-Out Factory Use cases - Reference Technology Mapping

The selection of use cases for deployment in
lights-out manufacturing depends significantly on
the industrial domain and specific requirements.
For instance, in discrete and automotive
factories, the focus is often on optimizing
machine utilization and effectiveness, OEE.

Conversely, in process industries such as Food
& Beverage (F&B) and Consumer Packaged
Goods (CPG), use cases that target yield

improvement, and the creation of golden batches
are more pertinent. The table captures reference
examples of use cases categorized by industrial

domains.

This table provides insight into how specific use
cases are applied in various sectors and
highlights their practical applications and
benefits.



Industrial
Domain

Discrete
Manufacturing

Automotive
Manufacturing

Process
Industries

General
Manufacturing

Business
Focus

Machine
Utilization and
Effectiveness

Machine
Utilization and
Effectiveness

4M Traceability

(Machines,
Manpower,
Material,
Method)

Yield

Improvement

and Golden

Batch Creation

Broad

Application of
Technology

Use Case

Predictive
Maintenance

Real-Time
Machine
Monitoring

Automated
Quality Control

Robotic
Assembly Lines

Smart
Maintenance
Systems

End -to-End
Traceability

Yield
Optimization

Golden Batch
Creation

Process
Automation

Digital Twins

Integrated Supply

Chain
Management

Description

Predict equipment failures
using data analytics.

Monitor machine
performance in real-time.

Use automated systems for
product inspection.

Use robotics for high-
precision assembly.

Al-driven systems for
predicting maintenance
needs.

Use RFID /QR readers for
Material, Vision systems for
Method, Standard
Integration for Machine and
Biometric for Manpower (if
involved) to capture the
traceable information

Optimize production
processes for better yield.

Replicate conditions of best-
performing batches.

Automate control processes
for efficiency.

Create virtual models to
optimize performance.

Use analytics and loT to
optimize the supply chain.

Example Benefit

Reduced
downtime and
maintenance

costs.

General
Motors

Enhanced
machine
performance and
productivity.

Improved product
quality and
reduced inspection
time.

Siemens

Bosch

Increased
production
efficiency and
precision.

Tesla

Minimization of
unexpected
breakdowns.

Ford

Maintaining
quality, ensuring
Toyota compliance, and
Reduction in
product recalls

Increased
efficiency and
reduced waste.

Nestle

Sepsite Con5|sten§ product
quality.
Enhanced control

Cargill and consistency.

Improved process
design and
operational
efficiency.

Siemens

Enhanced supply
chain efficiency
and cost reduction.

Unilever

Table 2: Lights-out Factory Use cases — Reference Mapping Industry-wise
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5.1.3 Standardization: The Implementation Boosters

Standardization is
of central
importance for the
success of the
future Industry 4.0
project.

oS

One might ask why standardization is
necessary when everything is automated
and human intervention is minimal or
nonexistent.?

While it is well-known practice to adhere to
methodologies like 5S, Kanban, JIT, Lean,
JIS etc. in manufacturing processes, it is
equally important to apply established
standards when implementing a lights-out
factory use case. Doing so ensures that
manufacturers can leverage the best
industry practices and standards,
maximizing the benefits of automation and
optimizing overall efficiency.

Even though lights-out manufacturing
reduces or removes human involvement,
standardization remains essential for
several reasons. Some of them will be
discussed in this section:

Consistency and Quality:
Standardization ensures that automated
systems operate consistently, essential
for maintaining high product quality.
Consistent processes and parameters
reduce variability and improve the reliability
of the final product.

Efficient Operation: Standardized
processes allow for optimized operation of
automated systems. When processes are
standardized, it's easier to set up,
calibrate, and maintain machines, which

e ey

enhances overall efficiency and reduces
downtime.

Integration and Scalability: Lights-out
manufacturing often involves integrating
various automated systems and
components. Standardization helps ensure
that these different elements work together
seamlessly and can be scaled up or
adapted more easily.

Maintenance and Troubleshooting: Even
in a lights-out environment, maintenance is
necessary. Standardized maintenance
procedures and protocols help in
diagnosing and resolving issues more
effectively, reducing the likelihood of
extended downtimes.

Cost Management: Standardized
processes can lead to significant cost
savings. They simplify training, streamline
procurement of parts, and reduce the
complexity of process changes, all of which
contribute to lower operational costs.

Data and Performance Monitoring:
Standardization helps in establishing
benchmarks for performance and quality. It
facilitates easier monitoring and analysis of
data from automated systems, enabling
better decision-making and process
improvements.
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Regulatory Compliance: In many
industries, regulatory standards
require certain levels of process
consistency and quality control, for
example GxP, EMA requirements
Pharma & Life sciences, FDA, EFSA
for F&B industry. Standardization
helps ensure that lights-out
manufacturing processes meet these
regulatory requirements.

Processes serve as crucial boosters for
implementation, playing a vital role in
advancing from traditional
manufacturing methods to smart, lights-
disperse and fully lights-out
manufacturing systems. s

Streamlining and optimizing processes are
essential for implementing and sustaining
lights-out manufacturing. This involves
continuous improvement and adaptation to

new technologies.®

5.1.4 Industry Best Practices: Insights into Peer
Practice

“Cybersecurity
Almanac 2023"
estimates that the
average cost of a data
breach in
manufacturing is
$4.24 million, but
effective security
measures can reduce
this risk significantly.

As you know now, Lights-out
manufacturing refers to a highly automated
production environment where minimal
human intervention is required, leading to
increased efficiency, and reduced
operational costs. This section will cover
an overview of best practices from a lights-
out manufacturing perspective.

Leveraging industry best practices and
benchmarking can significantly accelerate
the transformation journey and enhance
business value by providing a structured
approach to implementing Industry 4.0
technologies and strategies.

Adopting Proven Practices: Implement
best practices derived from successful
Industry 4.0 implementations in other
organizations. This includes adopting
proven methodologies for automation, data
management, and process optimization.

Benchmarking: Regularly benchmark
your performance against industry leaders
and peers. Use benchmarking insights to
identify areas for improvement, set
performance targets, and gauge the
effectiveness of your Industry 4.0
initiatives.

Shttps://www.zvei.org/fileadmin/user_upload/Presse _und_Medien/Publikatione

n/2016/januar/Implementation_Strategy Industrie 4.0 -

Report_on_the results_of Industrie 4.0 Platform/Implementation-Strateqy-

Industrie-40-ENG. pdf

Platform Industry 4.0 is one such
supporting community, structured around
six dedicated working groups, each
focused on critical technical and content-
related aspects of the platform. These
groups bring together experts from diverse
sectors, including businesses,
associations, works councils, and
academia, to collaboratively develop pre-
competitive concepts, solutions, and
recommendations. Their work spans a
broad range of key topics essential to the
advancement of Industry 4.0.

Together, these working groups contribute
to the development of comprehensive and
practical strategies that support the
successful implementation and scaling of
Industry 4.0 initiatives.

Table 3 below offers an overview of best
practices adopted by manufacturers for
implementing lights-out manufacturing
solutions in alignment with Industry 4.0.
This overview is based on standards set by
the global industry technical committees
and highlights the benefits, practical
examples, and references associated with
these practices.



https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2016/januar/Implementation_Strategy_Industrie_4.0_-_Report_on_the_results_of_Industrie_4.0_Platform/Implementation-Strategy-Industrie-40-ENG.pdf
https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2016/januar/Implementation_Strategy_Industrie_4.0_-_Report_on_the_results_of_Industrie_4.0_Platform/Implementation-Strategy-Industrie-40-ENG.pdf
https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2016/januar/Implementation_Strategy_Industrie_4.0_-_Report_on_the_results_of_Industrie_4.0_Platform/Implementation-Strategy-Industrie-40-ENG.pdf
https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2016/januar/Implementation_Strategy_Industrie_4.0_-_Report_on_the_results_of_Industrie_4.0_Platform/Implementation-Strategy-Industrie-40-ENG.pdf

Best Practice

Adopt a Layered
Architecture

Implement
Unified
Namespace
(UNS)

Standardize
Data Formats
and Protocols

Focus on
Cybersecurity -
IT and OT
Systems

Leverage Digital
Twins

Ensure
Scalability and
Flexibility

Integrate
Advanced
Analytics and Al

Emphasize End-
to-End
Automation

Adopt
Continuous
Improvement
Practices

Maintain
Compliance with
Industry
Standards

Here are a few examples of how adhering to industry
practices and aligning with global standards is
implemented across various technical and practical levels.
Please note that there are numerous scenarios and

Description

Implement RAMI 4.0’s
layered architecture
(Asset, Integration,
Communication,
Information, Functional).
Utilize a Unified
Namespace to
standardize data flow and
integration across
systems.

Adopt industry standards
like OPC UA, MQTT,
MTConnect, and REST
APIs for data formats and
communication protocols.
Implement encryption,
authentication, and
network segmentation to
protect systems and data.
Protecting Operational
technology (OT) assets
across the factory floor
Develop digital twins to
simulate, monitor, and
analyze manufacturing
processes.

Design systems to
accommodate future
growth and technological
advancements, using
modular architectures and
microservices.

Use advanced analytics
and Al tools for real-time
monitoring, predictive
maintenance, and
process optimization.
Achieve full automation
by integrating control
systems, robotics, and Al.

Implement Lean and Six
Sigma methodologies to
drive ongoing
enhancements in process
efficiency and quality.
Ensure compliance with
standards such as ISO
9001 for quality
management and 1ISO
50001 for energy
management.

Benefits

Clear
responsibilities,
improved
integration, and
management.

Simplifies data
access, reduces
complexity, ensures
consistency.

Ensures
interoperability,
reduces integration
overhead.

Enhances security,
protects against
cyber threats.

Provides real-time
insights, predictive
analytics, and
optimized
operations.

Facilitates easy
expansion and
integration of new
technologies.

Enhances decision-
making and
operational
efficiency.

Maximizes
efficiency,
minimizes human
intervention.

Drives efficiency,
quality
improvement, and
waste reduction.

Meets industry
benchmarks,
ensures regulatory
compliance.

Example

Use RAMI 4.0’s layers to
structure and manage
complex systems.

Integrate OPC UA within
the UNS for seamless
communication.

Use OPC UA for secure
data exchange across
systems.

Apply ISO/IEC 27001
standards for information
security management.
ISA/IEC 62443 standards to
secure industrial
automation and control
systems (IACS)

Use digital twins to monitor
production line performance
and predict equipment
failures.

Implement modular system
architectures for scalable
and flexible operations.

Implement machine
learning for analyzing
production data and
predicting failures.

Automate material
handling, quality inspection,
and assembly processes.

Apply Lean principles to
streamline operations and
Six Sigma to reduce
defects.

Achieve ISO 9001
certification for quality
management systems.

Table 3: Industry Best Practices - Implementing Guide

Reference

RAMI 4.0
Specification
10T World
OPC

Foundation

OPC
Foundation

ISO/IEC 27001
ISA/IEC 62443

NIST SP 800-
82r3

Digital Twin
Overview

Scalability in
Manufacturing

Alin
Manufacturing

Automation in
Manufacturing

Lean Six
Sigma

ISO 9001

examples depending on the use cases in a lights-out

factory setup. However, exploring these in detail is beyond

the scope of this whitepaper. For a better understanding,
only references are provided here.
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https://ec.europa.eu/futurium/en/system/files/ged/a2-schweichhart-reference_architectural_model_industrie_4.0_rami_4.0.pdf
https://ec.europa.eu/futurium/en/system/files/ged/a2-schweichhart-reference_architectural_model_industrie_4.0_rami_4.0.pdf
https://www.iiot-world.com/industrial-iot/connected-industry/the-unified-namespace-merging-ot-with-it/
https://opcfoundation.org/about/opc-foundation/mission-statement/
https://opcfoundation.org/about/opc-foundation/mission-statement/
https://opcfoundation.org/about/opc-technologies/opc-ua/
https://opcfoundation.org/about/opc-technologies/opc-ua/
https://www.iso.org/standard/27001
https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards
https://csrc.nist.gov/pubs/sp/800/82/r3/final
https://csrc.nist.gov/pubs/sp/800/82/r3/final

For instance, common OT control hardware for
manufacturing includes Programmable Logic
Controllers (PLCs) and Computer Numerical
Controllers (CNCs). These industrial computers can
be programmed using internationally recognized
standards: IEC 61131 for PLCs (including Ladder
Diagram, Functional Block Diagram, Structured Text,
Sequential Flow Chart, and Instruction List) and ISO
6983 (G & M Codes) and 1SO 14649

(STEP_NC) for CNCs.

In 3D printing or additive manufacturing, ASTM F42
standards are applied to ensure system
interoperability. Additionally, ISO 6943 standards are
relevant for programming 3D printers with G-Codes,
which include commands specific to printing
processes, such as setting nozzle temperature
(M104), bed temperature (M140), and extruder
movements (G1 with E parameters). In contrast, G-
Codes for CNC machining focus on controlling cutting
tools, including commands like G1 (linear
interpolation), G2/G3 (circular interpolation), and M
codes for machine functions.

Machine standardization is exemplified by the PackML
standard for packaging machines, which integrates
standards such as ISA-88. PackML provides
comprehensive machine standardization and includes
standardized data like PLC data tags, Overall
Equipment Effectiveness (OEE) data, and Root Cause
Analysis (RCA) data. Interoperability challenges,
especially in brownfield environments, highlight the
importance of selecting control systems, machines,
robots, and other OT assets carefully for greenfield
projects. Choosing a secure industrial connectivity
platform that supports a variety of protocols—

such as OPC DA/UA, Modbus, Profibus, MTConnect,
MQTT, Ethernet/IP, and PROFINET—is essential for
standardized integration across the OT landscape.
This ensures smooth data flow throughout the factory
and accommodates both legacy and modern OT
assets.

Once data acquisition is standardized from
downstream OT devices, it must be further unified for
upstream use to ensure consistency and seamless
access across the enterprise. Implementing a Unified
Namespace (UNS) design approach can standardize
data flow across the organization, overcoming the
limitations of traditional ISA-95 vertical data flows and
facilitating more integrated and efficient data
management.

Additionally, adopting best practices for DevOps,
DevSecOps (which includes security), and MLOps for
machine learning and Al model development is crucial
when designing solutions for various lights-out factory
scenarios. This approach ensures robust and secure
development processes, seamlessly integrating with
the factory’s automation systems.

To secure OT assets on the factory floor—such as
PLCs, DCS, CNC machines, HMIs, and SCADA
systems—

following NIST's OT security guidelines outlined in SP

800-R3 is vital. In a lights-out manufacturing
environment where OT and IT systems converge and
data flows through IT networks and the Internet,
protecting against external threats and malicious
actors is crucial to safeguard the enterprise and
prevent substantial ransom damages and losses.

Lights-Out Factory | Example: Systems
Systems

Industrial Control PLCs: Programming using IEC 61131 standards (Ladder Diagram,
: . IEC 61131
Hardware Functional Block Diagram, etc.) —_—
. . CNCs: Implementing 1ISO 6983 (G & M Codes) and ISO 14649
CNC Machining (STEP_NC) standards for machine control [0, [S01A R
B Standards: Utilizing ASTM F42 for interoperability and ISO 6983 for G-
3D Printing Codes specific to 3D printing processes ASTM FA2, ISO 6983

Packaging PackML: Adopting PackML for standardizing machine data and PackML. ISA-88
Machines integrating with ISA-88 for holistic machine standardization e e

OPC DA/UA, Modbus,
Profibus, MTConnect, MQTT,
Ethernet/IP, PROFINET

Interoperability Protocols: Employing OPC DA/UA, Modbus, Profibus, and other
Protocols protocols for industrial connectivity

Unified Namespace (UNS): Implementing UNS design to standardize
data flow and ensure consistency across the enterprise.

Data Management ISA-95, UNS Design Approach

ISA 95: Enterprise-Control System Integration, Traditional Integration
Approach

DevOps/DevSecOps/MLOps: Applying best practices in software
development and machine learning for robust factory automation
solutions

. Security Guidelines: Following NIST SP 800-R3 for securing Operation i
OT Assets Security Technology (OT) assets against external threats WIS SiP B0ERE

Table 4: Lights-Out Factory Systems - Mapping with Standards and Reference

Development
Practices

ISO/IEC/IEEE 32675 for
DevOps, DevSecOps, MLOps
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf
https://webstore.iec.ch/en/publication/4552
https://www.iso.org/standard/34608.html
https://cdn.standards.iteh.ai/samples/34743/ea9392049d0a48eaa5661f8f5a31b144/ISO-14649-1-2003.pdf
https://www.iso.org/obp/ui/#iso:std:iso-astm:52900:ed-2:v1:en
https://www.iso.org/obp/ui/#iso:std:iso:6983:-1:ed-2:v1:en
https://www.omac.org/packml
https://www.isa.org/standards-and-publications/isa-standards/isa-standards-committees/isa88
https://www.isa.org/standards-and-publications/isa-standards/isa-standards-committees/isa95
https://www.hivemq.com/blog/how-does-unified-namespace-uns-work-iiot-industry-40/
https://www.iso.org/standard/83670.html
https://www.iso.org/standard/83670.html
https://csrc.nist.gov/Projects/devsecops
https://ml-ops.org/content/mlops-principles
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf

Edge Computing

Cloud Integration

Cybersecurity
Frameworks

Al and Machine
Learning

Human-Machine
Interface (HMI)

Digital Twins

Robotic
Automation
Maintenance and
Support

Energy
Management

5G Connectivity

loT (Internet of
Things)

Edge Devices: Deploying edge computing to process data locally for
faster decision-making and reduced latency

Cloud Platforms: Utilizing cloud services (e.g., AWS, Azure, Google
Cloud) for scalable data storage and analytics. The standard method for
integrating cloud platforms involves utilizing the APIs provided by the
platform service providers. This approach ensures optimal performance
and efficiency in leveraging the cloud services

Frameworks: Implementing cybersecurity frameworks such as ISO/IEC
27001 and ISA/IEC 62443 to ensure comprehensive security

Al Models: Integrating Al and ML for predictive maintenance, quality
control, and process optimization

HMI Design: Designing intuitive and user-friendly HMIs for remote
monitoring and control

Digital Twins: Using digital twin technology to create virtual models of
physical systems for simulation and optimization

Robots: Implementing robotic systems for material handling, assembly,
and inspection in a lights-out environment

Predictive Maintenance: Leveraging data from sensors and analytics to
predict and prevent equipment failures

Energy Efficiency: Implementing strategies and technologies for
monitoring and optimizing energy consumption

5G Networks: Utilizing 5G technology for high-speed, low-latency
communication between loT devices and systems.

5G Global Forum: 5G-ACIA is the central global forum for shaping 5G
in the industrial domain

loT Standards: Adopting standards like MQTT, CoAP, and oneM2M for
effective loT communication and integration

ISO/IEC TR 23188 - Edge
Computing Best Practices

AWS, Azure, Google Cloud

ISO/IEC 27001, ISA/IEC
62443

Al/ML Best Practices,
Predictive Maintenance
Models

ISA 101 - HMI Design
Guidelines

ISO/IEC/ 30173 - Digital Twin
Technology

DT best practices and
guideline

Robotics Best Practices

Predictive Maintenance
Standards

Energy Management Systems

3GPP TS 38.300, 3GPP TS
38.331; 5G-ACIA

MQTT, CoAP, oneM2M

Table 4: Lights-Out Factory Systems - Mapping with Standards and Reference


https://www.iso.org/standard/74846.html
https://aws.amazon.com/products/application-integration/
https://learn.microsoft.com/en-us/azure/architecture/integration/integration-start-here
https://cloud.google.com/apis
https://www.iso.org/standard/27001
https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards
https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards
https://www.isa.org/standards-and-publications/isa-standards/isa-standards-committees/isa101
https://www.iso.org/standard/81442.html
https://link.springer.com/chapter/10.1007/978-3-031-21343-4_18
https://link.springer.com/chapter/10.1007/978-3-031-21343-4_18
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3191
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3197
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3197
https://5g-acia.org/

5.1.4.1 Industry 4.0 Architectures:
Enabling Lights-Out Manufacturing

(Anon., n.d.)
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Figure 7: Lights-Out Manufacturing Levers - Process (ISA 95 vs RAMI 4.0 Architecture)

Various reference architectures have been
developed for Industry 4.0 implementation, and
they are crucial for the successful realization of a
lights-out factory. This transformation is driven by
several key architectures that collectively enable
seamless integration, real-time monitoring, and
autonomous control. Here’s an overview of how
these architectures support the transition to a
lights-out factory:

RAMI 4.0 (Reference Architecture Model for
Industry 4.0) and IIRA (Industrial Internet
Reference Architecture). RAMI 4.0 structures the
integration of physical and digital components
across different levels of manufacturing,
facilitating the use of digital twins and automated
control systems.

RAMI 4.0 can be regarded as a kind of 3D map of
Industry 4.0 solutions: it provides an orientation
for plotting the requirements of sectors together
with national and international standards to define
and further develop Industry 4.0.

IIRA enhances scalability and remote
management through its focus on lloT systems,
enabling features such as self-optimizing
production lines and remote diagnostics.

Smart Manufacturing Isn’t So Smart Without Standards” (Simon Frechette, KC Morris, and Yan Lu from NIST)

PERFoRM (Process Engineering for Real-Time
Operations Management) and IMPROVE
(Integrated Management of Product Realization
and Operations through Virtual Engineering) are
pivotal in this context.

PERFoRM focuses on real-time data analysis and
feedback mechanisms, enabling features like
automated quality control and predictive
maintenance. This ensures that manufacturing
systems can autonomously adjust and optimize
their performance. For example, automated
quality control systems continuously monitor and
adjust production quality without human
intervention, while predictive maintenance uses
real-time data to foresee and prevent equipment
failures.

IMPROVE integrates virtual engineering with
product lifecycle management, utilizing virtual
factory simulations and digital twins. These tools
allow manufacturers to test and optimize
processes in a virtual environment before actual
implementation. This not only streamlines product
design and adjustments but also supports end-to-
end lifecycle management, ensuring that
manufacturing processes can be adapted and
optimized autonomously.

8 https://www.controleng.com/articles/smart-manufacturing-isnt-so-
smart-without-standards/
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BaSys 4.0 (Basis System for Industry 4.0)
provides a modular and standardized framework
that emphasizes interoperability. By offering a making and real-time analytics, further enhancing
common architecture for integrating various the capabilities of autonomous manufacturing
Industry 4.0 technologies, BaSys 4.0 supports the systems.

development of modular and scalable automation The Table 44 provides a concise summary and
systems. This flexibility is crucial for lights-out practical examples of how each system
manufacturing, as it allows for the creation of architecture can be applied to lights-out
adaptable production lines that can respond manufacturing, along with references for further
dynamically to changing production needs. information.

SMRA (Smart Manufacturing Reference
Architecture) supports data-driven decision-

Architecture Summary Examples in Lights-Out Reference
Manufacturing
RAMI 4.0 1. Smart Factories: Automated and RAMI 4.0
(Reference Architecture Offers a structured framework in'gercor;r;]ected produgtir?tn Eele m
Model for Industry 4.0) to integrate and standardize minimal human oversight. -
Industry 4.0 technologies. 2. Digital Twin I‘ntegratlon: Virtual .
models of physical assets for real-time
monitoring and control.
IIRA
Industrial Internet . . 1. Remote Monitoring Systems:
I(Reference Architecture) i?nuuljes LIGEEECIT Continuous data collection and analysis i
plementation of lloT systems f industrial equibment Overview
with a focus on interoperability rom industrial equip e :
o 2. Self-Optimizing Production Lines:
and scalability. .
Systems that autonomously adjust
production parameters for efficiency.
SMRA 1. Automated Quality Inspection: Al- SMRA
(Smart Manufacturing Provides a framework for smart  driven systems for real-time defect Overview
Reference Architecture) manufacturing, emphasizing detection and quality control. EE—
system integration and data 2. Advanced Production Scheduling:
analytics. Systems that optimize production
schedules based on real-time data.
PERFoRM 1. Automated Quality Control: Real-time
(Process Engineering Focuses on real-time monitoring and adjustment of production
for Real-Time operations management with quality. PERFoRM
Operations data anglysis and feedback 2. Predictive Maintenance: Analyzing Overview
Management) mechanisms. real-time data to predict and prevent
equipment failures.
IMPROVE 1. Virtual Factory Simulation: Testing
(Integrated Management Integrates virtual engineering and optimizing processes in a virtual
of Product Realization with product lifecycle environment. IMPROVE
and Operat_ions f(hrough management and real-time 2. End-to-End Product Lifecycle Framework
Virtual Engineering) data. Management: Using digital twins for
design and process adjustments.
BaSys4.0 1. Modular Automation Systems:
(Basis System for Provides a standardized, Flexible and scalable automation
Industry 4.0) modular framework for Industry ~ solutions. BaSys4.0
4.0 with a focus on 2. Interoperable Systems Integration: Overview

interoperability. Seamless communication between

various systems and devices.

Table 5: Industry 4.0 Standard Referenceable Architectures
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5.1.5 Evaluating Existing Infrastructure: Brownfield vs.

Greenfield Strategies

While advancements in technology may speed up the
adoption of lights-out manufacturing, other recent
trends and ongoing market conditions can make its
implementation more complex. This is particularly
challenging for brownfield factories, where integrating
lights-out operations involves transitioning from existing
manufacturing methods. In contrast, greenfield
factories can immediately incorporate advanced
technologies discussed in this whitepaper, preparing
their facilities for these challenges. They can utilize
factory floor modularization, automation, 5G, Al/ML,
and other digital technologies, fostering a data-driven
approach from the start.

The modern approach of "design anywhere, build
everywhere" reflects the global trend towards manufacturing
globalization. Manufacturers aim to lower production costs
and speed up time to market by strategically choosing
production locations based on factors such as on-site
material inventory, machine capacity, availability of skilled
labor, and shipping requirements. For global manufacturing
enterprises, incorporating lights-out manufacturing
introduces additional complexity into the decision-making
process for these "design anywhere, build everywhere"
strategies.

The Table 5 below Lights-Out Manufacturing - Brownfield vs
Greenfield Implementation highlights and compares the
aspects to be considered for the implementation approach
across the existing and new facilities

[ Aspect | Brownfield Implementation Greenfield Implementation

Infrastructure

Generally lower initial cost.

Flexibility

Technology

Integration systems.

Disruption incremental approach.

Future-Proofing limitations

Risk debt.

Upgrades existing facilities and systems.

Il syelslsle [N Often faster, with incremental changes.

Limited by existing infrastructure.

Potentially less disruption due to

May be constrained by existing

Builds new facilities and systems from
scratch.

Typically higher initial cost.

Generally slower due to construction and
setup.

High flexibility, design optimally for lights-out.

May face compatibility issues with legacy Advanced technologies integrated without

constraints.

May involve more disruption during
construction.

Can be designed with future growth and
technology in mind.

Lower risk, but with potential for technical Higher risk due to new construction and

unknowns.

Table 6: Lights-Out Manufacturing - Brownfield vs Greenfield Implementation

Implementing lights-out manufacturing can be approached
differently depending on whether you are dealing with
brownfield (existing, often older, facilities) or greenfield
(newly established or built-from-scratch) projects. Here’s a
breakdown of how to implement lights-out manufacturing in
both contexts:

Brownfield Implementation (Existing Facilities):

Assessment and Planning

Current State Assessment: Conduct a thorough assessment
of existing systems, processes, and infrastructure. ldentify
legacy systems and areas where technology upgrades are
needed.

out manufacturing technologies into the current setup.
Identify potential risks and challenges.

Upgrade and Integration

Legacy System Upgrades: Upgrade or replace outdated

Feasibility Study: Evaluate the feasibility of integrating lights-

systems and equipment with modern, loT-enabled devices
that support automation and remote monitoring. Consider
retrofitting existing machinery with sensors and
automation controls.

Integration: Implement middleware and communication
protocols (e.g., OPC UA) to bridge the gap between new
and legacy systems, ensuring smooth data exchange and
interoperability.

Automation and Control

Process Automation: Introduce robotic systems,
automated conveyors, and other technologies to automate
manual tasks. Focus on areas with high labor costs or
high error rates.

Centralized Control Systems: Deploy advanced control
systems and SCADA (Supervisory Control and Data
Acquisition) platforms to monitor and manage operations
from a centralized location.
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Data Analytics and Al

Data Collection: Install sensors and data collection
devices to gather real-time data from existing equipment.
Use this data to gain insights into operational
performance.

Predictive Analytics: Implement machine learning and Al
algorithms to analyze data for predictive maintenance,
quality control, and process optimization.

Security and Compliance

Cybersecurity Enhancements: Upgrade cybersecurity
measures to protect both legacy and new systems.
Implement network segmentation, access controls, and
intrusion detection systems.

Compliance: Ensure that all upgrades and integrations
comply with industry standards and regulations.

Training and Change Management

Employee Training: Train existing staff on new
technologies and processes. Develop training programs
that cover the operation of new automated systems and
the use of data analytics tools.

Change Management: Implement a change management
strategy to ensure a smooth transition to lights-out
operations. Communicate changes clearly and provide
support throughout the implementation process.

Greenfield Implementation (New Facilities)

Design and Planning

Technology Selection: Choose state-of-the-art
technologies and solutions tailored to lights-out
manufacturing, including robotics, advanced sensors,
and Al-based control systems.

Facility Design: Design the facility layout with automation
and minimal human intervention in mind. Ensure that the
design incorporates efficient material flow, automated
storage systems, and centralized control rooms.

Simulation plays a critical role in the successful
implementation of lights-out manufacturing, especially in
greenfield projects where new facilities are designed
from scratch. By leveraging simulation technologies,
manufacturers can address potential challenges,
optimize designs, and validate processes before actual
deployment. This proactive approach minimizes risks,
reduces costs, and enhances the overall effectiveness of
the manufacturing setup.

Infrastructure Development

Automation Integration: Build automation systems into
the facility from the ground up, including robotics for
material handling, automated production lines, and
autonomous vebhicles.

IT and OT Infrastructure: Implement robust IT and OT
infrastructure to support real-time data processing,

communication, and control. Use cloud-based solutions for
scalability and flexibility.

System Deployment

End-to-End Automation: Deploy comprehensive automation
solutions that cover all aspects of production, from raw
material handling to final product packaging.

Data and Analytics Integration: Incorporate advanced data
analytics platforms and Al systems to monitor performance,
optimize processes, and enable predictive maintenance.

Cybersecurity Measures

Built-In Security: Integrate cybersecurity measures from the
outset, including secure network design, encryption, and
access controls.

Continuous Monitoring: Implement continuous monitoring
systems to detect and respond to potential security threats
in real-time.

Testing and Optimization

System Testing: Conduct thorough testing of all systems
and processes to ensure they function as intended.
Perform simulations and pilot runs to identify and address
any issues.

Continuous Improvement: Use data analytics to
continuously monitor and optimize performance. Implement
feedback loops for ongoing process improvements.

Training and Onboarding

Training Programs: Develop and deliver training programs
for staff on operating and maintaining the new systems.
Focus on skills related to automation, data analysis, and
system troubleshooting.

Onboarding: Ensure a smooth onboarding process for new
employees, with clear instructions and support for adapting
to the lights-out environment.

Conclusion

Implementing lights-out manufacturing in
brownfield and greenfield environments requires
tailored approaches to address the specific
challenges and opportunities of each setting. For
brownfield projects, the focus is on upgrading
and integrating existing systems with modern
technologies while maintaining operational
continuity. For greenfield projects, the emphasis
is on designing and building facilities with
advanced automation and cybersecurity from the
outset. In both cases, effective planning,
integration, and training are essential to
achieving successful lights-out operations.
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5.2 lllustrative Scenario of a Lights-Out

Factory
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Figure 8: Reference Lights-Out Factory Setup and Technology Interplay

Figure 8 is a reference Setup and Technology Interplay
diagram for an automotive Lights-Out Factory with focus
on sustainability and decarbonization. The process and
data flow are as explained below.

Raw Material Handling (RM) and Storage

Overview: The process begins with the receipt and
storage of raw materials (RM). Advanced inventory
systems track the material types, quantities, and storage
locations.

Automation: Automated systems, such as conveyor belts
and automated storage and retrieval systems (ASRS),
manage the handling and organization of raw materials
with minimal human intervention.

Internal Material Transport

Automated Mobile Robots (AMRs) and Automated Guided
Vehicles (AGVs):

AMRs: These robots navigate autonomously to transport
materials within the factory. They optimize routes and
adjust movements in real-time based on dynamic
conditions.

AGVs: AGVs are used for transporting large quantities of
materials or components between different production
areas. They follow predefined paths and are integrated
with the factory’s control system.

Production Planning
ERP Integration:

Overview: ERP (Enterprise Resource Planning)
software is used for production planning and
scheduling. It coordinates the supply chain, manages
inventory levels, and plans production workflows, push
(outbound from ERP) the data to the manufacturing
systems such as MES and/or lloT platforms.

Function: The ERP system generates production
schedules based on demand forecasts and raw material
availability, ensuring that all production processes are
synchronized. Data exchange between ERP and
manufacturing systems will be bi-directional. This
means that manufacturing systems will push (inbound
to ERP) production data back to the ERP system either
at the end of a shift or according to a defined frequency.

Autonomous Execution of Production Material
Movements

Overview: Production material movements are executed
autonomously, guided by the production planning
system from ERP. This includes the automated retrieval
and delivery of materials to the production lines.

Integration: The system uses real-time data to adjust
material flows and ensure that production lines are
continuously supplied without manual intervention.




Robotic Automated Inspection

Overview: Robotic inspection systems use advanced
sensors and cameras to perform quality control and
inspections of automotive components and assemblies.

Function: These systems can detect defects, ensuring
compliance with quality standards, and making real-time
adjustments to the production process as needed.

Secured Connectivity and Data Flow

5G Network:

Overview: A 5G network provides high-speed, low-
latency connectivity across the factory. It supports
seamless communication between devices, sensors, and
control systems. Its connectivity, enhanced with OT
cybersecurity by design, ensures seamless and secure
data transfer between the factory floor's OT systems and
cloud-based IT systems.

Function: The network enables real-time data
transmission and supports the high volume of data
generated by various systems, ensuring efficient
operation and monitoring.

Cyber-Physical Systems (CPS) and Remote
Monitoring

AR/VR Enabled Monitoring:

Overview: CPS integrates physical systems with digital
controls, allowing key personnel to monitor and interact
with the factory remotely.

Function: Augmented Reality (AR) and Virtual Reality
(VR) technologies provide immersive views of the
factory operations, enabling remote troubleshooting,
system adjustments, and performance monitoring.

Data Analytics and Predictive Maintenance

Al and ML Algorithms:

Overview: Data collected from various sensors and
systems is analyzed using Artificial Intelligence (Al) and
Machine Learning (ML) algorithms.

Function: Predictive maintenance models forecast
potential equipment failures and maintenance needs,
reducing downtime and optimizing maintenance
schedules.

Finished Goods Dispatching
Overview: Once production is completed, finished goods

(FG) are prepared for dispatch to their target
destinations or customers.

Automation: Automated systems manage the sorting,
packaging, and dispatching of finished goods. AGVs or
other automated systems transport the packaged
products to shipping areas, where they are dispatched
based on logistical requirements.

Sustainability Considerations
Limited Human Intervention:

Impact: The limited need for human intervention
reduces the factory’s overall energy consumption and
minimizes the environmental impact associated with
human activities, such as commuting and facility
maintenance. One of the key benefits of a 'dark’
factory, where operations continue without lighting or
with minimal lighting, includes the ability to reduce or
eliminate the need for HVAC systems. HVAC systems
are typically high energy consumers, so reducing their
use contributes to an eco-friendlier and more
sustainable factory.

Renewable Energy:

Overview: The factory is powered by renewable energy
sources such as solar panels, wind turbines, or green
energy from the grid.

Function: The use of renewable energy reduces
reliance on fossil fuels and lowers greenhouse gas
emissions, contributing to the factory’s sustainability
goals and supporting environmentally friendly
manufacturing practices.

Summary

This lights-out factory architecture integrates
various advanced technologies and automation
systems to create a fully autonomous
manufacturing environment. From the efficient
handling of raw materials to the use of predictive
maintenance and real-time remote monitoring,
each component is designed to optimize
production efficiency and ensure high-quality
outcomes while minimizing human intervention.

By minimizing human intervention, optimizing
energy usage, and utilizing renewable energy
sources, the factory achieves efficient operations
with a reduced environmental footprint. Each
component of the architecture is designed to
support sustainable manufacturing practices,
ensuring a balance between technological
advancement and environmental responsibility.
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5.3 Success Cases: Lights-Out Factory and
Operational Excellence

Although implementing and achieving lights-out
processes across an entire factory may look challenging,
there are numerous global success stories of factories
that have accomplished this. Here are a few examples of
successful lights-out factories.

1. FANUC

FANUC has been operating as a lights-out factory since

2001. Approximately 50 robots are built in every 24-hour
shift, and production can run unsupervised for as long as
30 days at a time.

2. AMAZON

Kiva Systems (now owned by Amazon) solved the
problem of warehouse navigation by simply placing
barcode stickers on the floor, letting the roving robots
know their exact location. With the technological
advances, robots are still unable to match the depth and
breadth of human perception. Significant challenges
persist for more.

Amazon’s warehouse network is powered by robots that
masterfully coordinate product shipments to fulfill the
need for fast delivery to its customers.

3. TESLA

Tesla’s factory, which is a robotic assembly line, is
achieving increased manufacturing speed to cut down
costs. The list goes on. https://www.wired.com/2013/07/
tesla-plant-video/

4. PHILIPS

The Philips Netherlands Lights-Out Factory, situated in
the Netherlands, is a key facility within Philips' global
lighting operations. The factory incorporates advanced
manufacturing techniques and integrates new
technologies to enhance product performance and
reduce environmental impact. It plays a crucial role in
Philips' supply chain, ensuring efficient production and
distribution of lighting products worldwide while aligning
with the company's

sustainability and technological advancement goals.

5. SIEMENS: Light-Sparse factory

Siemens Electronics Works Amberg (EWA) in Germany
is a prominent example of a light-sparse factory a
steppingstone toward a fully lights-out operation.

Siemens’ Amberg plant is known for its advanced
automation and minimal lighting requirements. The
facility utilizes a highly automated system and energy-
efficient lighting, significantly reducing the need for
extensive HVAC systems. This approach not only
lowers energy consumption and operational costs but
also aligns with Siemens’ sustainability goals,
contributing to a more eco-friendly and efficient
manufacturing environment.

6. WEF: Lighthouse Factories

The World Economic Forum (WEF) has indeed been
instrumental in promoting the adoption of advanced
manufacturing technologies through its "Global
Lighthouse Network" initiative. This initiative identifies
and showcases global manufacturing leaders that are at
the forefront of integrating Fourth Industrial Revolution
technologies—like Al, loT, and advanced robotics—into
their operations.

These "Lighthouses" serve as exemplars of how these
technologies can be successfully implemented to
achieve world-class, efficient, and innovative
manufacturing processes. By highlighting over 150 of
these leading facilities around the world, the WEF
provides valuable insights and best practices that other
companies can follow to advance towards similar levels
of excellence.

The successful implementation of these Lighthouse
factories represents a foundational step towards
achieving "lights-out" manufacturing—an advanced
level where production is highly automated and requires
minimal human intervention. These initiatives are key to
driving progress in manufacturing efficiency,
productivity, and sustainability.
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Conclusion

As manufacturing continues to evolve, the integration of
new technologies is driving improvements in
operations, customer satisfaction, and sustainability
across the entire value chain. The concept of "going
dark" with lights-out factories represents a significant
leap forward, leveraging full automation to enhance
efficiency and productivity. However, the decision to
adopt this model must be carefully evaluated against
its potential drawbacks, particularly in relation to
regional economic factors.

Balancing Pros and Cons:

The allure of lights-out factories lies in their ability to
offer unprecedented levels of consistency and
productivity. By operating without human intervention,
these factories can ensure continuous production,
higher precision, and reduced error rates. This is
especially advantageous in regions with high labor
costs and shortages to find skilled laborers, where the
elimination of manual labor can lead to substantial cost
savings and improved operational efficiency.

Conversely, the implementation of the lights-out
technology involves substantial upfront investment
(high CAPEX) and ongoing maintenance costs. In
areas where labor costs are relatively low, the return
on investment

(ROI) for a lights-out factory may be less favorable, as
the cost savings from eliminating human labor may not
outweigh the initial and operational expenses of
automation. In such cases, the ROI could take years to
materialize, making the business case less compelling.

Regional Considerations:

The decision to go completely lights-out or to adopt a
more "lights-sparse" approach—where automation is
used selectively and remove non-value addition
manual processes—depends heavily on regional
economic conditions and labor market dynamics. In
high-cost and shortage skilled labor regions, the shift to
a fully automated factory may offer a clear financial
advantage. In contrast, in regions with lower labor
costs and plenty of availability, a hybrid model that
combines automation with human oversight may be
more practical and cost-effective. This | will address in
more detail in the next white paper soon.

Strategic Decision Making:

Ultimately, the choice between a fully lights-out
factory and a lights-sparse approach is a strategic
business decision. It requires a thorough evaluation
of the specific economic conditions, labor costs, and
technological readiness of each region. Companies
must assess the long-term benefits of automation
against the immediate costs and regional labor
market factors to determine the optimal approach for
their operations.

Future Outlook and Innovations

Looking forward, the future of lights-out factories will
likely be shaped by continued advancements in
technology. The integration of artificial intelligence
will further refine and optimize manufacturing
processes, enabling these factories to adapt more
swiftly to changing production needs and market
demands. Additionally, the importance of
cybersecurity will grow as automated systems
become increasingly interconnected and vulnerable
to cyber threats.

Sustainability will also play a crucial role in the
evolution of lights-out factories. As industries strive
to reduce their environmental impact, there will be a
growing emphasis on incorporating energy-efficient
technologies and sustainable practices within
automated systems. This not only aligns with global
efforts to combat climate change but also adds
value by appealing to environmentally conscious
consumers and stakeholders.

For reference on how to go with automating the
processes within their respective factories, leaders
may consult the detailed study and analysis
conducted by McKinsey on. ‘Where machines could
replace humans — and where they can't (yet)’ 7.

In summary, while lights-out factories present a
promising vision of the future of manufacturing, their
successful implementation hinges on a nuanced
understanding of regional economics and strategic
priorities. By carefully weighing the advantages and
challenges, businesses can make informed
decisions that align with their operational goals and
regional contexts. The best choice will ultimately
determine the competitive edge and success in the
evolving manufacturing landscape. ‘Lights-Sparse’.
The best choice wins the overall game.
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